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PRIVACY POLICY


1. Brief Introduction for Website Visitors
Welcome to the website of the University of Belgrade - Institute for Multidisciplinary Research, Institute of National Importance for the Republic of Serbia. Your privacy is important to us. Through this Privacy Policy, we wish to explain to you in a clear and simple manner: what data we collect, for what purposes we use it, and what your rights are regarding your personal data.
When you use our website, communicate with us, or participate in our projects and activities, your data is processed in accordance with this Policy and the applicable regulations of the Republic of Serbia. We respect your privacy and the protection of your personal data, and in accordance with the Law on Personal Data Protection ("Official Gazette of the RS", No. 87/18, hereinafter: the Law), we inform all employees, subscribers, users, and other persons whose data is processed about all essential aspects of personal data processing.

2. Definition of Terms
Institute – University of Belgrade - Institute for Multidisciplinary Research, Institute of National Importance for the Republic of Serbia, with head office in Belgrade, 1 Kneza Višeslava Street.
Personal Data – any data relating to a natural person whose identity is identified or identifiable, directly or indirectly, based on one or more identifiers such as a name, an identification number, location data, or other elements of physical, physiological, genetic, mental, economic, cultural, or social identity of the person, in accordance with the Law.
Special Categories of Personal Data – personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, as well as genetic data, biometric data processed for the purpose of uniquely identifying a natural person, data concerning health, or data concerning a natural person's sex life or sexual orientation, in accordance with the Law. 
The processing of special categories of personal data is permitted exclusively in cases prescribed by Article 17 of the Law and with the application of appropriate technical, organizational, and personnel security measures.
Data Subject / You – a natural person whose personal data is processed by the Institute in accordance with this Privacy Policy.
Processing of Personal Data – any operation or set of operations performed on personal data or sets of personal data, whether or not by automated means, such as collection, recording, organization, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure, or destruction (hereinafter: processing).
Controller – the Institute or a natural person who independently or jointly with others determines the purposes and means of processing personal data.
Processor – a natural or legal person processing personal data on behalf of the Institute.
Recipient of Data – a natural or legal person to whom personal data is disclosed, whether a third party or not, except for public authorities receiving personal data within the framework of a specific inquiry in accordance with the Law, and processing such data in compliance with applicable data protection rules relevant to the purposes of the processing.
Third Party – a natural or legal person other than the data subject, the Institute, the Processor, or the Recipient of data, as well as persons authorized to process personal data under the direct supervision of the Institute.
Consent – any freely given, specific, informed, and unambiguous indication of the data subject's wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to the processing of personal data relating to him or her.
Cookies – small text files stored on the user's device for functionality and site usage analysis purposes.
The Law – Law on Personal Data Protection of the Republic of Serbia ("Official Gazette of the RS", No. 87/2018).

Terms not explicitly defined in this Privacy Policy shall be interpreted in accordance with the applicable regulations of the Republic of Serbia, and particularly in accordance with the Law.

3. Categories of Personal Data Processed
The Institute processes personal data of data subjects exclusively to the extent necessary to achieve the purposes of processing, in accordance with the Law.
Depending on the legal basis and purpose of processing, the Institute may process the following categories of personal data:
· identification data, such as first and last name and other data serving to identify a person;
· contact data, including email address, telephone number, and residential or temporary address, when necessary;
· professional and employment details, such as academic title, occupation, institution, or organization where the person is employed or engaged;
· data contained in communication between the data subject and the Institute, including data submitted via email, contact forms, or other means of communication;
· website usage data, including data collected through cookies and other similar technologies, such as IP address, browser information, device type, and website activity details, in accordance with the Law;
· other personal data voluntarily made available to the Institute by the data subject in the context of establishing cooperation, participating in projects, scientific research, educational, or other activities of the Institute.
As a rule, the Institute does not process special categories of personal data within the meaning of Article 17 of the Law, unless processing such data is permitted by Law or the data subject has given explicit consent for their processing, in accordance with the Law.

4. Legal Basis for Personal Data Processing
Any processing of personal data by the Institute must be lawful. This implies that in the absence of an adequate legal basis, such processing may be considered unlawful.
The Institute, as a controller, processes personal data of data subjects on one or more of the following legal bases, in accordance with the Law:
· Informed Consent – within the meaning of Article 15 of the Law, the data subject gives freely given, informed, and unambiguous consent to the processing of their data. The person is informed in advance about all essential aspects of processing, including the purpose and categories of data processed, which may be provided, inter alia, through this Privacy Policy. Consent may be withdrawn at any time, thereby terminating all further processing based on that consent, except for processing that has already been lawfully conducted. Methods for withdrawing consent depend on the specific purpose of processing (e.g., sending an email to unsubscribe from the Newsletter list, selecting the "unlike" option on social networks, etc.).
· Performance of a Contract or Pre-contractual Measures – within the meaning of Article 12, paragraph 1, item 2) of the Law. This legal basis applies, inter alia, to employees, persons otherwise engaged in work, subscribers, and Newsletter users.
· Compliance with Legal Obligations – within the meaning of Article 12, paragraph 1, item 3) of the Law. This basis applies when the Law obligates the Institute to collect and process certain personal data, for example in employment relations, record keeping, social security, and health protection.
· Legitimate Interests – within the meaning of Article 12, paragraph 1, item 6) of the Law. This basis is used when necessary to pursue the legitimate interests of the Institute or third parties, provided such interests are not overridden by the interests or fundamental rights of the data subject.
The application of a specific legal basis depends on:
· the category of data subjects, such as employees, job applicants, business partners, subscribers, users following the Institute's social media accounts, and other individuals whose data is processed;
· the purpose of personal data processing, depending on specific activities, services, projects, communication, or other lawful objectives of the Institute.
Processing of special categories of personal data is carried out exclusively in accordance with Article 17 of the Law and with the application of appropriate technical, organizational, and personnel protection measures, as stated in Section 2 of this Policy.

5. Purpose of Data Processing
The Institute processes personal data exclusively for lawful and specifically defined purposes, in accordance with the Law. The purpose of processing depends on the category of individuals whose data is processed, as well as on specific activities, services, and projects within the scope of the Institute's operations.
The Institute uses personal data to inform and notify users about its activities, initiatives, and projects, as well as to promote its work. This includes sending information and promotional content via email, SMS messages, posts on social networks, and other communication channels. Such processing applies to business partners, subscribers, Newsletter users, as well as individuals following the Institute's social media accounts.
In the recruitment sector, the Institute processes data for the purpose of establishing employment relationships or other forms of work engagement. This involves collecting data necessary for candidate selection, contract execution, and work engagement. Furthermore, if candidates provide consent, their data may be retained for potential contact in future job calls.
The Institute also processes data to fulfill statutory obligations, such as maintaining employment records, social security and health insurance reporting, and other legally mandated reporting. This processing primarily concerns employees.
In certain situations, the Institute processes data to safeguard its legitimate interests or the interests of third parties. This type of processing includes activities such as improving business processes, securing information, and organizing events, while always respecting the rights and interests of the data subjects.
Processing of special categories of personal data, such as health or biometric data, is conducted exclusively in accordance with the Law and with the implementation of appropriate technical, organizational, and personnel safeguards, depending on the specific purpose of processing.

6. Data Retention and Storage
The Institute retains and stores personal data in its internal records, in paper and/or electronic form, applying all necessary organizational, technical, and personnel protection measures to ensure data security and integrity, in accordance with the Law and other relevant regulations.
All electronic data is stored in secure databases and information systems with access restricted to authorized personnel, in accordance with internal Institute procedures and the principles of access minimization. Paper documents containing personal data are kept in locked rooms with restricted access, employing measures that ensure their integrity, confidentiality, and protection against destruction, loss, or unauthorized access.
The Institute maintains records of processing activities in accordance with Article 47 of the Law, documenting all types of processing, data categories, processing purposes, legal bases, as well as applied technical and organizational security measures.
Data is retained for as long as necessary to fulfill the legal purposes of processing or in accordance with other obligations prescribed by Law. Upon expiration of the retention necessity, data is securely destroyed or anonymized, in compliance with applicable procedures and laws.
All measures implemented by the Institute regarding data storage aim to ensure lawful, secure, and transparent processing, with full respect for the rights and interests of data subjects, and the protection of data against unauthorized access, alteration, loss, or other unlawful processing, maintaining data confidentiality and integrity.

7. Rights of Data Subjects and Methods of Exercise
Persons whose personal data is processed have rights enabling them to control and protect their data, in accordance with the Law. Within these rights, a data subject may:
Request information regarding the processing of their data for the purpose of processing transparency. Most necessary information is provided in this Privacy Policy, and upon additional request, the person will receive all relevant details in accordance with Articles 23 and 24 of the Law.
Request access to their personal data, which entails enabling insight into personal data processed by the Institute, in accordance with Article 26 of the Law.
Request rectification or completion of inaccurate or incomplete data, erasure of data when no longer necessary for the processing purposes or when the legal basis has lapsed, as well as restriction of processing in scenarios provided by legislation, in accordance with Articles 29–31 and Article 33 of the Law.
Exercise the right to data portability, i.e., request that data be transferred in a machine-readable format (e.g., Excel table or Word document) or directly to another Controller, provided the processing is based on informed consent and carried out by automated means, in accordance with Article 36 of the Law.
Object to data processing when justified grounds exist and conditions under Articles 37–39 of the Law are met.
Lodge a complaint with the Commissioner for Information of Public Importance and Personal Data Protection, pursuant to Article 82 of the Law, or enforce rights before a competent court, including the right to compensation for damages in case of unlawful processing, pursuant to Articles 84 and 86 of the Law.
Exercise other rights guaranteed by the applicable Law in accordance with statutory regulations.
Data subjects may also contact the Institute's Data Protection Officer—designated pursuant to Articles 56–58 of the Law—regarding the exercise of their rights and all queries related to personal data processing. Contact details are provided in a dedicated section of this Privacy Policy.
Requests to exercise rights may be submitted in free form via email to: office@imsi.bg.ac.rs, or by post to: No 1 Kneza Višeslava Street, 11030 Belgrade. The Institute shall act upon requests without delay, within the statutory deadline prescribed by Law.

Contact details of the Commissioner for Data Protection:
Commissioner for Information of Public Importance and Personal Data Protection
No 15 Bulevar kralja Aleksandra Street, Belgrade
office@poverenik.rs
The Data Controller shall provide the individual with all necessary information and assistance in exercising their rights, in accordance with legal conditions and procedures established under current Law.

8. Data Protection Officer
In accordance with Articles 56–58 of the Law, the Institute has appointed a Data Protection Officer. 
The Data Protection Officer provides advice and information regarding personal data processing, monitors compliance with the Law and this Privacy Policy, and oversees the realization of data subjects' rights.
Contact details of the Data Protection Officer:
Full Name: Nikola Lazić
Email: nikola.lazic@imsi.bg.ac.rs
Data subjects may address all questions concerning personal data processing and the exercise of their rights under the Law to the Data Protection Officer directly or via the specified contact details.

9. Personal Data Protection Measures
The Controller applies all appropriate, adequate, and necessary organizational, technical, and personnel measures for personal data protection, in accordance with Article 50 of the Law and valid information security standards, taking into account the nature, scope, context, and purposes of processing, as well as the risk probability and severity of consequences for the rights and freedoms of natural persons.
Security measures are established and applied to ensure ongoing confidentiality, integrity, availability, and resilience of processing systems and services, as well as to prevent accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to personal data.
Physical data protection is ensured through strict access control to premises, equipment, and systems where personal data is stored and processed. Paper documentation containing personal data is stored in locked cabinets or safes, inside rooms with controlled and restricted access, permitted solely to specifically authorized personnel.
Logical and organizational access control is based on the principle of least privilege and the "need to know" principle, ensuring access only to personnel whose job tasks necessarily require it and strictly to the extent required for performing those tasks. Electronic access to data is enabled exclusively via individual user accounts, implementing proper authentication mechanisms, including strong passwords, regular password changes, and other measures in line with best practices and applicable security standards.
Collection, entry, modification, and deletion of personal data are conducted exclusively by authorized individuals under established internal procedures and responsible supervision, with measures guaranteeing accuracy, completeness, legality, and, where technically and organizationally feasible, audit trails of processing activities.
Transfer of personal data to third parties or processors is executed only when a valid legal basis exists, using appropriate protective safeguards, secure communication channels, and under legally binding agreements ensuring data processing in compliance with the Law.
The Controller regularly reviews, upgrades, and adapts applied security measures, accounting for technological development, changes in processing operations, risk assessment results, as well as regulatory recommendations and industry best practices.
All stated measures are applied to ensure lawful, reliable, and secure personal data processing, fully respecting data protection principles and data subjects' rights.

10. Cookie Policy
The Institute's website uses cookies and similar technologies to ensure proper website functionality, enhance user experience, and analyze site usage, in accordance with the Law and the Law on Electronic Communications.

What are Cookies and Similar Technologies?
Cookies are small text files saved on a user's device (computer, mobile phone, tablet) when visiting a website. Cookies allow the website to recognize the user's device, remember specific usage information, and thereby improve functionality, security, and user experience.
As a rule, cookies do not allow direct identification of the user. However, if data collected via cookies leads to user identification, such data is considered personal data, and all provisions of this Privacy Policy apply.
Cookies do not contain software programs nor can they cause damage to the user's device.

Legal Framework for Cookie Usage
In accordance with Article 160, paragraph 4 of the Law on Electronic Communications, the use of cookies is permitted provided that the user is supplied with clear and comprehensive information regarding their purpose and is given the opportunity to refuse such processing, except for cookies strictly necessary for website operation.

Types of Cookies Used by the Institute
The Institute may use the following categories of cookies:

Necessary (Technical) Cookies 
These cookies are essential for the basic functioning of the website and enable its safe and correct operation. Without these cookies, the site cannot function properly. User consent is not required for their use, as processing is based on the legitimate interest of the Institute.


Functional Cookies
these cookies allow the site to remember choices made by the user (e.g., language, display settings) to enhance user experience. Their usage may be based on user consent, depending on specific functionalities.

Analytical (Statistical) Cookies
These cookies are used to collect anonymous or aggregated data regarding how the website is used (e.g., number of visits, pages viewed, dwell time), aimed at improving website content and functionality. These cookies are used exclusively upon prior user consent.
The Institute does not use cookies for direct marketing or profiling purposes unless explicitly stated and appropriate consent has been obtained.

Cookies and Third-Party Services
The Institute's website may utilize third-party analytics services, such as traffic analysis tools (e.g., Google Analytics), based on cookie technology or similar mechanisms. These cookies are stored on the user's device for qualitative and quantitative site usage analysis.
Data collected through these services is processed under the privacy policies of those service providers. The Institute has no direct control over third-party cookies but exclusively uses services that comply with applicable data protection regulations.
The Institute may also use analytical tools of social networks where it maintains official accounts, governed by the rules and policies of those platforms.

Managing Cookies
Upon visiting the Institute's website for the first time, a notice regarding cookie usage is displayed, offering the option to:
· accept all cookies,
· reject non-essential cookies,
· or adjust settings according to preferences.
Users may at any time modify cookie settings through their web browser, including options to delete stored cookies or block future saving. Please note that disabling certain cookies may impact website functionality.

Amendments to the Cookie Policy
The Institute reserves the right to amend or supplement this Cookie Policy in response to changes in legislation, technical solutions, or website functionality. All changes will be published on the Institute's website and take effect on the date of publication.

11. Processors, Data Recipients, and Third Parties
The Institute may, in compliance with the Law, disclose personal data to third parties in specific cases, strictly to the extent necessary to achieve lawful processing purposes.

Processors

The Institute may entrust certain processing activities to processors acting on its behalf. These may include, inter alia:
· IT service and system maintenance providers,
· entities engaged in website development and technical maintenance for the Institute,
· other entities performing specific processing operations under contract and pursuant to the Law.
The Institute enters into a personal data processing agreement with every processor, ensuring data is processed strictly in accordance with the Law and Institute instructions. The Institute remains accountable for personal data protection in such instances.

Data Recipients

Recipients may also include competent state bodies and public authorities when the Institute is legally obligated or when disclosure is necessary within official proceedings in a specific case. Data is disclosed strictly within the scope and manner prescribed by valid regulations.
All individuals with access to personal data are required to act in compliance with the Law and other relevant regulations, applying appropriate security measures to maintain confidentiality and security.

12. Data Retention Period
The Institute retains personal data only for as long as necessary to fulfill the purpose for which it was collected, or in accordance with retention periods mandated by applicable statutory acts.
Depending on data subject categories and processing purposes, retention periods may include, inter alia:
· employee and engaged workforce data is retained pursuant to regulations governing employment records and archival materials;
· data processed for contract execution or pre-contractual steps is stored for the duration of the contractual relationship and following its termination, for the period necessary to exercise or defend rights and obligations, or in line with statutory limitation periods under the Law;
· data processed based on informed consent is retained until the specific purpose is achieved or until consent withdrawal, after which data is erased or anonymized without delay, in compliance with the Law.
Upon expiration of the relevant retention period, personal data is permanently and securely erased, destroyed, or anonymized, unless further storage is required to fulfill a legal obligation or legitimate interest of the Institute under valid regulations.

13. Special Data Processing Notices
In specific cases, depending on the purpose and legal basis of processing, the Institute may provide data subjects with a dedicated notice outlining the specifics of a particular processing operation prior to its commencement.
Such special notices may apply, for example, to specific projects, research activities, public competitions, events, or other special forms of cooperation and data processing.
Provisions of this Privacy Policy apply to any such processing alongside the terms of the corresponding special notice, if issued.

14. Additional Information on Personal Data Processing
For any additional questions regarding personal data processing, including procedures for exercising data subject rights, interested parties may contact the Institute via email at: office@imsi.bg.ac.rs.
The Institute shall strive to respond to inquiries within a reasonable period, and no later than statutory deadlines prescribed by Law.
[bookmark: _GoBack]15. Entry into Force and Amendments to the Privacy Policy
This Privacy Policy applies as of October 1st, 2026, and its amendments and additions enter into force on the day of publication on the Institute's website.
The Institute reserves the right to periodically update this Privacy Policy in response to legislative changes, regulatory recommendations, or modifications in data processing practices, ensuring that existing protection levels for privacy and personal data are not diminished.
The current version of the Privacy Policy is always available on the Institute's website.
